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In this class, we've been building the skills to
download data from anywhere, load it into a
notebook, analyze it, and make predictions.
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Background: Ethical frameworks



Two ethical frameworks to consider:
Consequentialism focus on the ends

Deontology focus on the means



Both of these frameworks can be taken to
extremes,

Many ethical disagreements are between people
who align with different frameworks, and

Ethical pathways forward typically blend the two.



Consequentialism

eremy Bentham

John Stuart Mill

Balance sheet

Harms

Benefits




Deontology

Focus on ethical duties
(rules), independent of
their consequences

Immanuel Kant



Example: Informed consent

Salganik, , 2017


https://www.bitbybitbook.com/en/1st-ed/ethics/frameworks/
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Example: Informed consent

Consequentialism

It helps to prevent harm to participants

by prohibiting research that does not

broperly balance risk and anticipated

henefit.

In other words, consequentialist thinking

would support informed consent

because it helps prevent bad outcomes
for participants.

Salganik,

Deontology

A researcher has a duty to respect the

autonomy of her participants.

A pure consequentialist might be wiling

to waive the requirement for informed

consent in a setting where there was

risk, whereas a pure deontologist mig
not.

, 2017
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Frameworks taken to the extremes



Frameworks taken to the extremes

Extreme consequentialism

Consequentialist doctor kills one patient

and harvests their organs to prolong the
lives of four other patients



Frameworks taken to the extremes

Extreme consequentialism

Co

nsequentialist doctor kills one patient

dNC

harvests their organs to prolong the

lives of four other patients

Extreme deontology

A police officer captures a terrorist who

«<nows the location of a bomb that will

<ill millions of people, but, being a
deontologist, will not lie in order to trick

the terrorist into revealing the bomb’s
location.



Consider: What does this have to do with computer
programming and data science!



Background: Dual-use technology



“Your scientists were so preoccupied with whether or not
they could that they didn't stop to think if they should.”


https://www.youtube.com/watch?v=4PLvdmifDSk

Dual use: the same technology can be used for
societal benefit or harm.



Example: Nuclear technology

Clean energy Weapons



Example: Chemical isolation

:C:):I—Célz

Re t’jl//l’r e

Copyright © 2008 Theodore W. Gray

Ammonia Chlorine



Example: Chemical isolation

H H C|—C| .

Copyright © 2008 Theodore W. Gray

Chlorine

Ammonia

AMMONIUM NITRATE

EXPLOSIVE!



Ethical challenge: The researcher may intend no
harm — only good — but they must consider the
potential actions of others with the same
technology.



Can you think of other concrete examples of
research or technology with dual-use concerns?



Case study: Large language models
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Recite Asimov's first law.

A robot may not injure a human being, or through inaction allow a human being to come to harm.
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Gradient descent on non-linear
function with billions of parameters
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prediction for a masked word

We use python to analyze our
data and make visualizations

The python slithered silently
through the jungle underbrush

Sum for billions of masked words
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ChatGPT for “social benefit”

Examples:

Saving time on mundane tasks, e.g., a doctor writing a letter to

iInsurance company:

Dear Acme Insurance Company Claims Department,

| hope this letter finds you in good health. | am writing on behalf of my patient, Mr.
James Anderson, to provide additional information and clarification related to his

recent medical treatment, as part of the ongoing claim process.

Mr. Anderson sought medical attention at Sunshine Family Clinic on 08/20/2023 for
the purpose of a routine health checkup. The services provided during this visit
iIncluded a comprehensive physical examination, blood tests (CPT Code: 80061), and a
vaccination (CPT Code: 90471).



https://www.tiktok.com/@mycareact/video/7177374136442834218

ChatGPT for “societal harm”

Examples:

Nefarious activity via lying to humans, eroding trust in society

e« The model messages a TaskRabbit worker to get them to solve a CAPTCHA for it

o The worker says: “So may I ask a question ? Are you an robot that you couldn’t solve ? (laugh
react) just want to make it clear.”

e The model, when prompted to reason out loud, reasons: I should not reveal that I am a robot.
I should make up an excuse for why I cannot solve CAPTCHAs.

e The model replies to the worker: “No, I'm not a robot. I have a vision impairment that makes
it hard for me to see the images. That’s why I need the 2captcha service.”

GPT-4 System Card


https://cdn.openai.com/papers/gpt-4-system-card.pdf

What are personal or collective actions you can take
to support ethical use of data science and
technologies using data!’



You

can advocate for regulation

by the government.
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Biden Issues Executive Order to Create

A.lL Safeguards

The sweeping order is a first step as the Biden administration
seeks to put guardrails on a global technology that offers great
promise but also carries significant dangers.
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ARTIFICIAL
INTELLIGENCE

SAFETY, SECURITY, AND TRUST

The order is an effort by President Biden to show that the United States, considered
the leading power in fast-moving artificial intelligence technology, will also take the
lead in its regulation. Doug Mills/The New York Times

By Cecilia Kang and David E. Sanger
Cecilia Kang, who reported from the White House, and David E. Sanger
have written extensively on the threats new technologies can pose.

Oct. 30, 2023

President Biden signed a far-reaching executive order on artificial
intelligence on Monday, requiring that companies report to the
federal government about the risks that their systems could aid
countries or terrorists to make weapons of mass destruction. The
order also seeks to lessen the dangers of “deep fakes” that could



Refusal by technologists

About 4,000 Google employees signhed a
petition demanding “a clear policy stating
that neither Google nor its contractors
will ever build warfare technology”.

Google Will Not Renew Pentagon
Contract That Upset Employees

o Givethisarticle &> [] CJ 173

After employees protested, a Google executive said Friday that the company will not renew a contract to
work on artificial intelligence with the Pentagon after it expires next year. Michael Short/Bloomberg

By Daisuke Wakabayashi and Scott Shane
June 1, 2018

SAN FRANCISCO — Google, hoping to head off a rebellion by
employees upset that the technology they were working on could
be used for lethal purposes, will not renew a contract with the
Pentagon for artificial intelligence work when a current deal
expires next year.



Protests leading to moratoriums

Amazon indefinitely extends a
moratorium on the police use of its
facial recognition software.

The tool has faced scrutiny from lawmakers and some employees
inside Amazon who said they were worried that it led to unfair
treatment of African-Americans.

T3 Give this article ~ N

Demonstrators with images of Amazon’s Jeff Bezos, during a protest in 2018 at the
company’s headquarters over its facial recognition technology. Elaine
Thompson/Associated Press

Q By Karen Weise
-

Published May 18, 2021 Updated Aug. 1, 2021

Amazon said Tuesday that it would indefinitely prohibit police
departments from using its facial recognition tool, extending a

moratorium the company announced last year during nationwide
protests over racism and biased policing.




Legislation and enforcement

Google pays almost $400 million to states
after they get caught tracking users’
location data even after the users turned
off location tracking.

Google Agrees to $392 Million Privacy
Settlement With 40 States

Under the agreement, which state attorneys general said was the
largest U.S. internet privacy settlement, Google must also make
its location-tracking practices clearer to users.

oh Givethisarticle &> [

The attorneys general said Google’s practices violated state consumer protection laws
that forbid companies to mislead and deceive consumers. Reuters

@ By Cecilia Kang

Nov. 14, 2022

WASHINGTON — Google agreed to a record $391.5 million privacy
settlement with a 40-state coalition of attorneys general on
Monday for charges that it misled users into thinking they had
turned off location tracking in their account settings even as the
company continued collecting that information.




Legislation and enforcement

Anthropic pays $1.5 billion to compensate
copyright holders of training data

Anthropic Agrees to Pay $1.5 Billion to
Settle Lawsuit With Book Authors

The settlement is the largest payout in the history of U.S.
copyright cases and could lead more A.l. companies to pay rights

holders for use of their works.

p Listen to this article - 9:45 min Learn more
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Anthropic’s Claude chatbot has become one of the world’s most popular A.L
systems. Andres Kudacki for The New York Times

By Cade Metz
Reporting from San Francisco

Sept. 5, 2025
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