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Background: Ethical frameworks



Two ethical frameworks to consider: 

Consequentialism	 focus on the ends 

Deontology	 focus on the means



Both of these frameworks can be taken to 
extremes, 

Many ethical disagreements are between people 
who align with different frameworks, and 

Ethical pathways forward typically blend the two.



Consequentialism

Jeremy Bentham John Stuart Mill

Balance sheet

Harms Benefits

⋯ ⋯

⋯ ⋯

⋯ ⋯

⋯ ⋯



Deontology

Focus on ethical duties 
(rules), independent of 
their consequences

Immanuel Kant



Example: Informed consent

Salganik, Bit by Bit: Social Research in the Digital Age, 2017

https://www.bitbybitbook.com/en/1st-ed/ethics/frameworks/
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Consequentialism
It helps to prevent harm to participants 
by prohibiting research that does not 
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would support informed consent 
because it helps prevent bad outcomes 
for participants.
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Example: Informed consent

Consequentialism
It helps to prevent harm to participants 
by prohibiting research that does not 
properly balance risk and anticipated 
benefit.

In other words, consequentialist thinking 
would support informed consent 
because it helps prevent bad outcomes 
for participants.

Deontology
A researcher has a duty to respect the 
autonomy of  her participants.

A pure consequentialist might be wiling 
to waive the requirement for informed 
consent in a setting where there was no 
risk, whereas a pure deontologist might 
not.

Salganik, Bit by Bit: Social Research in the Digital Age, 2017

https://www.bitbybitbook.com/en/1st-ed/ethics/frameworks/
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Frameworks taken to the extremes

Extreme consequentialism
Consequentialist doctor kills one patient 
and harvests their organs to prolong the 
lives of four other patients



Frameworks taken to the extremes

Extreme consequentialism
Consequentialist doctor kills one patient 
and harvests their organs to prolong the 
lives of four other patients

Extreme deontology
A police officer captures a terrorist who 
knows the location of a bomb that will 
kill millions of people, but, being a 
deontologist, will not lie in order to trick 
the terrorist into revealing the bomb’s 
location.



Consider: What does this have to do with computer 
programming and data science?



Background: Dual-use technology



“Your scientists were so preoccupied with whether or not 
they could that they didn’t stop to think if they should.”

https://www.youtube.com/watch?v=4PLvdmifDSk


Dual use: the same technology can be used for 
societal benefit or harm.



Example: Nuclear technology

Clean energy Weapons



Example: Chemical isolation

Ammonia Chlorine



Example: Chemical isolation

Ammonia Chlorine



Ethical challenge: The researcher may intend no 
harm – only good – but they must consider the 
potential actions of others with the same 
technology.



Can you think of other concrete examples of 
research or technology with dual-use concerns?



Case study: Large language models
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User’s 
Prompt

Generated 
Text

Previous Words

Recite Asimov's first law .

A robot must not

Recite Asimov's first law . A robot must

Next Prediction

not 0.81

fulfill 0.13

adhere 0.02

⋯ ⋯

sample

P(next word | previous words) 

Where does this come from?
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Data 
from the Internet

Optimize 
P(next word | previous words)

Gradient descent on non-linear 
function with billions of parameters

Loss function: Increases if incorrect 
prediction for a masked word

Sum for billions of masked words

We use python to analyze our 
data and make visualizations 

The python slithered silently 
through the jungle underbrush

Data 
Humans rank multiple outputs

How do I…?

Version 1

Version 2 2 > 1



We train ChatGPT too!



ChatGPT for “social benefit”

Examples: 
Saving time on mundane tasks, e.g., a doctor writing a letter to 
insurance company:

https://www.tiktok.com/@mycareact/video/7177374136442834218


ChatGPT for “societal harm”

Examples: 
Nefarious activity via lying to humans, eroding trust in society

GPT-4 System Card

https://cdn.openai.com/papers/gpt-4-system-card.pdf


What are personal or collective actions you can take 
to support ethical use of data science and 
technologies using data?



You can advocate for regulation 
by the government. 

Large AI companies must report LLM tests 
to the federal government and make them 
public.



Refusal by technologists 
About 4,000 Google employees signed a 
petition demanding “a clear policy stating 
that neither Google nor its contractors 
will ever build warfare technology”.



Protests leading to moratoriums



Legislation and enforcement 
Google pays almost $400 million to states 
after they get caught tracking users’ 
location data even after the users turned 
off location tracking.



Legislation and enforcement 
Anthropic pays $1.5 billion to compensate 
copyright holders of training data



Educate others and raise 
awareness
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